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CSCI 699: Privacy Preserving 
Machine Learning - Week 5
Privacy Auditing and Membership Inference



Recap: Privacy Auditing

• We have claimed 0.00174 and  
1- 4.922/100 = 0.95078.


• We have claimed privacy of (0.21, 10−5)-DP.


•  
=  0.03988885074


• Can be due to sampling? 


• By Clopper-Pearson, 0.95509, 0.00274 with 


• Later, they found a bug and retracted the paper. Very common in DP!!

β =
α =

β ≥ max(1 − 10−5 − e0.210.95078 , (1 − 10−5 − 0.95078)/(e0.21)

α+ ≤ β− ≥ p = 10−10



Overview

• Efficient Privacy Auditing


• Relaxations of Differential Privacy


• memorization


• Unlearning



Stronger Audits



Improvements 1: Better Stats
Katz-log intervals

• Do we really need  


• We want   and  is small.


• So, we need log of ratio of means of two Bernoulli RVs: 


• This turns out to be approximately Gaussian! [Cf. Sec 6.2]. Can get 
tighter bounds on  [Lu et al. 23]

α+, β−?

ε = max (ln( 1 − δ − β
α ) , ln( 1 − δ − α

β )) α

ln( 1 − δ − β
α )

ε

https://journals.sagepub.com/doi/full/10.1177/0962280211415469?
https://arxiv.org/pdf/2210.08643


Improvements 1: Better Stats
Katz-log intervals

• Consider two Bernoulli RVs with means , number 
of trials N  and observed values of and .


• 


• where is the critical value of the standard normal 
(1.96 for α = 0.05).


• Needs to compute ratio of means of two Bernoulli RVs: 
, 

p1, p2
n1 n2

Pr ( p1
p2

∉ [ln ( n1/N
n2/N ) ± zp/2

1
n1

+ 1
n2

− 2
N ]) ≤ p

zp/2

ln( 1 − δ − β
α ) n1 = (#false-pos), n2 = (#true-neg) .



• Incorporate priors [ZB+23]: 


• Estimate posterior distribution as a Bayesian


• ,  
, 


• Sample lots of  and compute  distribution.


• Reduces number of runs by 3x. 

• Can also use any of your favorite stats tricks.

α ∼ Beta(.5 + n1, .5 + N − n1) n1 = #false-pos
β ∼ Beta(.5 + n2, .5 + N − n2) n2 = #false-neg

(α, β) ε

Improvements 1: Better Stats
Bayesian intervals

https://arxiv.org/pdf/2206.05199


Improvement 2: Use GDP
Gaussian Privacy Auditing

• Test for GDP instead:


• Suppose some Gaussian mechanism claims -DP


• Calculate corresponding -GDP


• Check if empirical  allows such  



• Reduces number of runs by 10,000x [N+23]

(ε, δ)
μ

α, β μ
μ− = Φ−1(1 − α+) − Φ−1(β−)

https://arxiv.org/pdf/2302.07956


• Picking the right  is an art


• Want to add unique/
memorable images

(x′ , y′ )

Improvements 3: Better Canaries
How should you pick the image?

• Insert backdoors / adversarial inputs
max

Δx,∥Δx∥≤τ′ 

∥∇θℓ( fθ(x + Δx), y)∥2



Gradient Canaries



Auditing with stronger adversaries
Subsampled Gaussian Mechanism

• We know we are running mini-batch gradient descent


• A mini-batch  where each datapoint is sampled with prob 


• Then run, 



• Gradient of canary  is included with prob. q.


• Mess with gradients directly


• Instead of editing D, we can directly insert a gradient into update.

ℬ q

θt = θt−1 − γ ([ 1
|ℬ | ∑i∈ℬ Clipτ (∇θℓ( f(xt; θ), yi))] + 𝒩(0,ρ2))

(x′ , y′ )







Auditing with stronger adversaries
Gradient canary

• At each time step t we will run 2 training runs in parallel:


• Sample 2 batches i.i.d. with prob. :  and 


• Compute gradients


• With prob , add a canary gradient  to gradients of 


• Continue private training algorithm


• Compare  and 

q Bt B′ t

q g′ B′ t

Ot = ∇⊤
t g′ O′ t = ∇′ ⊤

t g′ 





Auditing with stronger adversaries
Gradient canary

• Compare  and 


• Sample  randomly - from Gaussian or Dirac


• In high dimensions, random vectors are 
orthogonal i.e. we 


• True even after clipping and adding noise


• But, 


• Gives per-step estimate of . 


• Use composition to compute after -rounds

∇⊤
t g′ ∇′ ⊤

t g′ 

g′ 

∇⊤
t g′ ≈ 0

∇′ ⊤
t g′ ≈ ∇⊤

t g′ + q∥g′ ∥2 ≈ qτ

ε

t

• Questions: can we


• simplify to use only a 
single batch?


• Use the same  across t?g′ 



Auditing with stronger adversaries
Gradient canary

• Overview [N+23]:


• Sample  from Dirac - random coordinate/ 
Gaussian


• Estimate posterior distribution of  using 
Bayesian method [ZB+23]


• Estimate per round  by comparing against sub-
sampled Gaussian-DP


• Combine with composition


• Can detect bugs in noise, clipping, etc. Cannot debug 
composition.

g′ 

(α, β)

ε

https://arxiv.org/pdf/2302.07956
https://arxiv.org/pdf/2206.05199


Auditing models in a single run
Insert multiple canaries

• Gets even better if we insert multiple canaries.


• NeurIPS outstanding paper award! [SNJ23]


• Key idea: insert multiple canary datapoints


• Include each of  canaries randomly


• Make m guesses - which canary was present?

m

https://arxiv.org/pdf/2305.08846


• Overview of auditing scheme [SNJ23]

Auditing models in a single run

https://arxiv.org/pdf/2305.08846




Auditing models in a single run
Multiple canaries guessing game

• Relating number of correct guesses to 


• Suppose we only insert 1 canary, what is probability of correct 
guess?


• Now if we inserted k canaries?

ε





Auditing models in a single run
Multiple canaries guessing game
• Relating number of correct guesses to 


• Can do better than group privacy since they are “nearly 
independent”


• Theorem 5.2 [SNJ23]:  
 

ε

Pr[# correct guesses ≥ v] ≤ Pr[Bin(m, eε

eε + 1 ) ≥ v] + O(δ)

https://arxiv.org/pdf/2305.08846


Auditing models in a single run
Multiple gradient canaries

• Select a set of canaries: .


• For each , with prob. 0.5 include . Otherwise it is dropped.


• At each time step t:


• Sample datapoints with prob. : batch 


• With prob , add each of the selected canaries  to gradients of 


• Continue private training algorithm


• Compute: 


• Sort the final , declare top  to have been included.

𝒢 = {g′ 1, …, g′ m}

i ∈ [m] g′ i ∈ 𝒢′ 

q Bt

q g′ i Bt

{Oi = Oi + ∇⊤
t g′ i} for i ∈ [m]

{Oi} m/2



Auditing models in a single run
Insert multiple canaries



Relaxations of DP



• Picking the right  is an art


• Want to add unique/
memorable images

(x′ , y′ )

What is a “memorable image”?

• Insert backdoors / adversarial inputs
max

Δx,∥Δx∥≤τ′ 

∥∇θℓ( fθ(x + Δx), y)∥2



• Overfitting and memorization are both linked to 
privacy leakage.


• In privacy auditing, we search for memorizing 
artificial images i.e. search for a “planted signal”. 
Called conditional memorization.


• Avg memorization asks how much of the real 
training data has been memorized. 

Overfitting

Avg Memorization

cond M
em

orization

Memorization and Privacy



Measuring Average Memorization
• Times sued OpenAI claiming they trained on 

tons of copyrighted data


• For proof, they prompt GPT-4 with the first 
few paragraphs of an article and then see if it 
auto-completes an exact match


• 100 instances of match - [exhibit J]

https://nytco-assets.nytimes.com/2023/12/Lawsuit-Document-dkt-1-68-Ex-J.pdf


Measuring memorization via MIA
Evaluation

• Given a datapoint , we want to tell if it was present in training data used 
to train model .


• Develop heuristics and empirically evaluate their performance.


• Construct two datasets


• Positive examples in training


• Negative examples not in training


• How to get these datasets?

x
θ





Measuring memorization via MIA
Methods

• Construct positive and negative database


• Given a datapoint , we want to tell if it was present in training data used 
to train model .


• Ideas?

x
θ



Measuring memorization via MIA
Methods

• Construct positive and negative database


• Given a datapoint , we want to tell if it was present in training data used to 
train model .


• Idea 1: check likelihood if 


• but  might be an inherently “easy” sample 


• Idea 2: compare  against a reference model  likelihood  


• how do we get a reference model?

x
θ

pθ(x) ≤ τ

x

pθ(x) ̂θ q ̂θ(x)



Measuring memorization via MIA
Evaluation Problems

• Construct two datasets


• Positive examples in training


• Negative examples not in training


• Question - how should these be setup to have confidence that our attack 
was successful?



Measuring memorization via MIA
Evaluation Problems

• Construct two datasets


• Positive examples in training


• Negative examples not in training


• Question - how should these be setup to have confidence that our attack was 
successful?


• Distribution shifts


• Messy labels


• Depends heavily on what else is there



Measuring memorization via MIA
Evaluation Problems
• Depends heavily on what else is there


• Makes sense for copyright


• even if NYT articles are reposted 100s of times across websites, I 
should still not reproduce them.


• Makes sense for privacy?


• Yes - if I discuss some information with multiple people, doesn’t 
mean it is private.


• No - “facts” are fair game. Bob is smoker, smokers have higher 
chance of illness => Bob’s insurance goes up.



Measuring memorization via MIA
Methods

• Given a datapoint , we want to tell if it was present in training data used 
to train model .


• if I discuss some information with multiple people, doesn’t mean it is 
private.


• Compare  against a reference model  likelihood  


• Seems very close to DP. What went wrong?

x
θ

pθ(x) ̂θ q ̂θ(x)



• Excess Memorization: When trained on D, can 
accurately reconstruct data. If using  
cannot. Very useful for weird/tail data. 

• Excess Memorization [Fel 20] = 



• For images: predict labels, in-painting, etc.


• For text: recover tokens given context

D′ = D∖{x}

Prh←A(D)[h(x) = y] − Prh←A(D′ )[h(x) = y]

Defining memorization v2

Most memorized inputs  
[FZ’20]

https://dl.acm.org/doi/abs/10.1145/3357713.3384290
https://arxiv.org/abs/2008.03703


•  

• Memorization  overfitting. k-NN, over-
parameterized models memorize exactly. But 
still generalize.


• Differential privacy => low excess 
memorization provably.


• Depends on x! Per data point measure.


• Absolute (difference), not relative (ratio)


• Relative more useful for bounding 
Type 1 / Type 2 errors.

Prh←A(D)[h(x) = y] − Prh←A(D′ )[h(x) = y]

≠

Defining memorization v2
Case 1/ y D D' Diff
a 0.1 0.3 0.2
b 0.1 0.2 0.1
c 0.2 0.2 0
d 0.6 0.4 0.2
Case 2/ y D D' Diff
a 0.1 0.2 0.1
b 0.1 0.2 0.1
c 0.2 0.3 0.1
d 0.6 0.3 0.3

Did more memorization 
happen in case 1 or 2?



• Influence  = 
  

where 


• Effect of  on . Many heuristic methods for 
computing this.


• Open question: principled algorithms/
approximation? Proper definitions? Very much 
understudied.

(x, x0)
Prh←A(D)[h(x0) = y0] − Prh←A(D∖{x,y})[h(x0) = y0]

h = arg min
h

Ex∼D[ℓ(h(x), y)]

(x, y) x0

Influence estimation

TRAK: [P+’23] 

https://arxiv.org/abs/2303.14186


Datapoint level privacy measures

• Per-Instance Differential Privacy [Wang 2019]:  
For a fixed dataset D, and a fixed datapoint z, an 
algorithm A satisfies -DP if 


•  and  
 

(ε, δ)

Pr [ln( Pr[A(D) = t]
Pr[A(D ∪ {z}) = t] ) ≥ ε] ≤ δ

Pr [ln( Pr[A(D ∪ {z}) = t]
Pr[A(D) = t] ) ≥ ε] ≤ δ

…
Algorithm

Data providers Data users

Algorithm

Data providers

querie

answer

World 1: 

World 2: 
…

…

…

https://journalprivacyconfidentiality.org/index.php/jpc/article/view/662


Datapoint level privacy measures

• Specific to dataset D and example x.


• Advantage: very dataset specific 
=> could capture memorization of real data.


• Disadvantage: does not satisfy adaptive composition. Why? 



What counts as memorization?
• LLMs can also output beyond verbatim memorization

• What is the right “unit 
of memorization”?


• Formalize memorization 
at higher abstractions: 
 
Exact text of HP -> 
Reworded HP -> 
Plot points of HP -> 
Story “structure”


• Boundary between 
“learning” and 
“memorization”?


 



Lots of open questions

• Understanding memorization in LLMs is a 
hot topic!


• How to quantify this or formalize this? Is 
100 examples a lot, or not much?


• How can we be sure that we have extracted 
all the memorized data?


• How do we even define memorization in 
terms of copyright law?



Unlearning



• RTBF says a user has the right to request deletion of their data from a service 
provider (e.g. deleting your FB account + all posts/likes).  
 
 

• Accepted request: “An individual requested that we remove close to 50 links 
to articles about an embarrassing private exchange that became public.”


• Rejected request: “asked us to remove 20 links to recent articles about his 
arrest for financial crimes committed in a professional capacity.”



Right to be forgotten and Unlearning

• Works great for search / databases. What about trained ML models?


• Models memorize user data


• We can also reconstruct user data from trained models


• Deleting user data is insufficient. Need to also “delete/unlearn”


• How?


• just retrain on the clean data.


• Best, but infeasible with massive models. Especially every time we get a 
deletion request (e.g. every week).



Unlearning and Bad data

• Unlearning is also very useful for


• Removing PIIs, Copyrighted data.


• Removing toxic/harmful/incorrect information.


• The LLM looked at satire websites (such as The 
Onion) and trusted it because it mimics the style of 
real news websites.


• We learn from our mistakes and decide to exclude 
all joke/comedy websites


• Need to retrain LLM every time we discover a new 
bad data source?



Unlearning Experiment Setup

• In practice, benchmarks gather two datasets:


• A forget set of test queries intended to measure whether specific data or 
knowledge has been unlearned.


• A retain set of test queries intended to ensure retention of data unrelated to the 
unlearning data.


• Test if we have forgotten the forget set, and remember the retain set.



How to Unlearn?
Negative loss

• Suppose we want to delete all text related to “Harry Potter”


• Idea: gather the forget text and fine-tune with negative loss.


• Works sometimes [Jang et al. 2022]


• Limitation 1: Harry Potter said, “Hello. My name is ___” Harry is 
correct even with no memory of Harry Potter


• Limitation 2: Harry Potter’s best friend is ___. If we penalize Ron, the 
model will simply switch to Hermione. 

• In fact, should output random names

https://arxiv.org/abs/2210.01504


How to Unlearn?
Pseudo-labels

• Suppose we want to delete all text related to 
“Harry Potter”


• Idea:  for each instance of the forget data, 
create pseudo-labels and retrain model.


• Harry Potter’s best friend is ___. John.  
Harry Potter said, “Hello. My name is 
___” Harry.


• How to create good pseudo-labels? 
Lots of heuristics, but seems to work 
[Eldan et al. 2023]


• How well did it work?

https://arxiv.org/pdf/2310.02238


How to measure unlearning (formally)?

-Unlearner [Guo et al. 2020](ε, δ)
An updater  is -unlearner for a training algorithm  if  
given a dataset  and a subset , we have


 and 


 

U (ε, δ) A
D ∈ 𝒟n S ⊆ D

Pr [ Pr[U(A(D), D, S) = t]
Pr[A(D∖S) = t] ≥ ε] ≤ δ

Pr [ Pr[A(D∖S) = t]
Pr[U(A(D), D, S) = t] ≥ ε] ≤ δ

https://arxiv.org/abs/1911.03030


Unlearning and Differential Privacy

• Claim: if A satisfies -DP, then for any updater  (even ) is an 
-unlearner for A, where  is the size of the deletion request.


• Proof: Chain DP to show we cannot distinguish between 
. Then use post processing by . 

• So DP is enough, but guarantees get worse with |S|.


• Another issue: if  outputs a random model, it has intuitively unlearnt. But, 
definition does not agree (needs similarity to )


• Our definition mixes utility and forgetting.

(ε, δ) U ∅ (kε, kδ)
k = |S |

A(D) and A(D′ = D∖S) U

U
A(D∖S)



Better Unlearning Definition

-Unlearner [Sekhari et al. 2021](ε, δ)
An updater  is -unlearner for a training algorithm  if  
given a dataset  and a subset , we have


 


and 

U (ε, δ) A
D ∈ 𝒟n S ⊆ D

Pr [ Pr[U(A(D), D, S) = t]
Pr[U(A(D∖S), D∖S, ∅) = t] ≥ ε] ≤ δ

Pr [ Pr[U(A(D∖S), D∖S, ∅) = t]
Pr[U(A(D), D, S) = t] ≥ ε] ≤ δ

• Compares outputs of U always.


• Two trivial unlearners: i) retrain on , ii) output random models.D∖S

https://arxiv.org/pdf/2103.03279


Auditing Unlearning Methods?

• Results very sensitive to specific prompts


• Experiment setup makes overfitting to the 
benchmark inevitable. Similar to LLM Jailbreak - 
everyone will account for substitute secrets.


• Open question: Really need auditing methods.


• Gaussian Unlearner? Memberhsip inference 
attacks



Local Differential 
Privacy



Central Differential Privacy

• Previously: how well can the adversary guess which world I am in based on 
the output.

…
Algorithm

Data providers Data users

Algorithm

Data providers

querie

answer

World 1: 

World 2: 
…

…

…



Local Differential Privacy

• New: how well can the adversary guess which world I am by looking at my 
communication

…
Algorithm

Data providers Data users

Algorithm

Data providers

queries

answers

World 1: H0

World 2: H1
…

…

…



Local Differential Privacy

• New: how well can the adversary guess which world I am by looking at my 
communication


• No need to trust


• central server


• or communication network  


• Only trust yourself

…
Algorithm

Data providers Data users

Algorithm

Data providers

queries

answers

World 1: H0

World 2: H1
…

…

…



Local Differential Privacy
Local differential privacy [Kasiviswanathan et al. 2011]

Let  indicate the user i’s output after looking at datapoint . 
Then,  satisfies -LDP if


 for all  and all users .

πi(v) v
πi ε

Pr[πi(v) = y]
Pr[πi(u) = y] ≤ ε y, u, v i

https://arxiv.org/abs/0803.0924


Approximate Local Differential Privacy

 Local Differential Privacy(ε, δ)

Let  indicate the user i’s output after looking at datapoint . 
Then,  satisfies -LDP if for a randomly sampled 


 for all  and users .

πi(v) v
πi (ε, δ) t ∼ πi(v)

Pr [ Pr[πi(v) = y]
Pr[πi(u) = y] ≥ ε] ≤ δ y, u, v i



Central-DP Binary Mean Estimation
Utility under central DP

• We have n i.i.d samples  where .


• Estimate mean as . Sensitivity is ? 

• Net error is “statistical error” + “privacy error” = 


• Privacy is free as long as . 

(x1, …, xn) xi ∈ {0,1}

̂μ = 1
n

n

∑
i=1

xi + Lap(Δ/ε) Δ = 1/n

1
n

+ 2
n2ε2 .

ε ≤ 1/ n



Local-DP Binary Mean Estimation
Utility under local DP

• We have n users each with an i.i.d sample .


• User  communicates . What is local sensitivity?


• Here, we have 


• We compute the average . 

• Net error is “statistical error” + “privacy error” = 


• Now can only tolerate .

xi ∈ {0,1}
i (xi + Lapi(Δ/ε))

Δ = 1!
1
n ∑n

i=1 (xi + Lapi(Δ/ε))
1
n + 2

nε2 .

ε ≤ n−1/4



Local-DP Unbounded Mean Estimation
Utility under local DP

• We have n users each with an i.i.d sample  satisfying .


• User  communicates .


• We compute the average .


• Net error is ≈ “statistical error” + “clipping bias” + “privacy error”


• =  By picking the optimal 


• . Privacy is never “free” - goes from  to . :( 


• Compare to central-DP  where constant  didn’t hurt.

xi E[x2
i ] ≤ σ2

i (clipτ(xi) + Lapi(2τ/ε))
1
n ∑n

i=1 (clipτ(xi) + Lapi(2τ/ε))

σ2

n + 2σ4

τ2 + 16τ2

nε2 . τ,

= O( σ2

n + σ2

nε
) 1/n 1/ n

= O( σ2

n + σ2

nε ) ε



Local-DP Strengths & Weakness

• Weakness


• Amount of noise needed is too large


• Error decreases very slowly as we increase data.


• Strengths


• No need to trust the implementation, infrastructure, etc.


• No problem if server gets hacked or server leaks your data.


• Stronger definition of privacy / security.


• Best of both worlds? Yes! With crypto or TEEs or federated learning.


