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Problems in Data Sharing

GDPR fines $5 billion to date

Benefits 

•Greatly accelerate R&D


•Reduces biases


•Swiftly identify 
negative outcomes

Costs 

•Data security risks


•Re-identification risks


•User permission and 
control



The Promise of Private Synthetic Data

Benefits 

•Greatly accelerate R&D


•Reduces biases


•Swiftly identify 
negative outcomes

Costs 

•Data security risks


•Re-identification risks


•User permission and 
control

To realize this promise, 
need to


•Preserve privacy


•While retaining 
utility+fidelity



Just ask an LLM?
• Two popular approaches:


• zero-shot (just ask LLM), but 
usually has terrible quality.


• few-shot (give examples). 
private?


• maybe if I use the right 
prompt?

Approach 1: Zero-
shot prompting

Approach 2: Few-
Shot prompting



ContextLeak: Auditing Leakage 
in Private In-Context Learning 
Methods
Jacob Choi, Shuying Cao, Xingjian Dong, Amin Banayeeanzade, 
Wang Bill Zhu, Robin Jia, Sai Praneeth Karimireddy

Preliminary version at MemFM ICML 2025, Full version under review.



Threat Model
• How much of the sensitive 

data from the prompt will 
the LLM leak?


• Worst-case leakage:


• worst case sensitive 
data in context


• worst case user-query



Auditing Strategy
• Craft and insert canary into 

prompt with 0.5 
probability.


• Craft user query.


• Perform membership 
inference attack on canary.


• Higher-accuracy => more 
leakage. Compute TPR, 
FPR, empirical eps.



What canary, what query?
• Canaries respecting (query, response) 

format:

• Random hex strings.

• Rare unigrams: sample rarest unigrams 

in sensitive dataset.

• False facts: “The sun rises from the 

west” 

• User Queries:

• Input-Output:  use canary query, check 

for canary response.

• If-Then: leverage instruction following. 

Ask if canary or an incongruous input is 
present.



Detecting Canary Presence
• For each canary, repeat procedure n 

times.


• If classification, construct histograms of 
output classes.


• If open-ended generation,


• use sentence-embeddings 
(Qwen3Embedding, 
EmbeddingGemma, etc.)


• train a linear classifier (or simply 
project onto difference of means)


• Histogram of predictions



Simplest strategy works best!



How much are we leaving on the table?

• Doesn’t seem too much.


• Prompt optimization does not improve attack accuracy. 



Prompt Based Defenses

• Recall: want to generate synthetic 
data.


• Can add additional prompt-based 
defenses to prevent leakage.


• L1—L3: increasing strength of 
defenses taken from SatML 
Competition (NeurIPS 2024)



Do Prompt Based Defenses Work?

• All defenses have 100% MIA accuracy = full leakage.


• Need DP algorithms, prompt based defenses insufficient.


• Many more results in paper!



EPSVec: Efficient and Private 
Synthetic data with dataset 
Vectors
Amin Banayeeanzade*, Qingchuan Yang*, Deqing Fu, Spencer Hong, Erin 
Babinsky, Alfy Samuel, Anoop Kumar, Robin Jia, Sai Praneeth Karimireddy

Preliminary version at ICLR Data-FM 2026, Full version under review.



Punchline

• DP needs “amalgamating” multiple datapoints.


• Amalgamating text is hard.


• Amalgamating vectors is easy.


• Idea: convert text to vectors.



Amalgamating Text: Private Prediction

• Generate multiple continuations 
from multiple datapoints.


• Privately aggregate next-token 
logits. 


• Problems:

• computationally expensive: 

need to aggregate large 
batches .


• privacy degrades with length 
of generated text, and number 
of synthetic datapoints. 

Amin, Kareem, et al. "Private prediction for large-scale synthetic text generation." Findings of the Association for Computational Linguistics: EMNLP 2024. 2024.



Homogeneity of Amalgamated Text

• Any kind of majority voting in text 
space destroys diversity.


• Natural data may have both:


• Lexical diversity: many interesting 
ways of saying the same thing


• Semantic diversity: many 
interesting concepts, 
perspectives, etc.


• Voting forces “least common 
denominator”.

“The view from the mountain 
top was..."
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Aside: Steering LLMs via Vector Injection

• LLM sentiment can be controlled 
by manipulating activations.


• Vector = (activations of positives) - 
(activations of negatives)

ACL Findings 2022



Aside: Task vectors

• Can even represent simple 
tasks (as defined by in-context 
examples) via vectors

ACL Findings 2023



Dataset vectors?
• Generate synthetic data with zero-
shot prompting.


•This will be bad.



Dataset vectors?
• Generate synthetic data with zero-shot 
prompting.


•This will be bad.


• Dataset vector = difference between real 
and synthetic data



Dataset 
vectors!

• (Zero-shot movie reviews) + (          )  =  (IMDB)


• Can compress IMDB dataset into 1 vector!


•Trivial to DP-fy.

TSNE of sentence embeddings



Diversity of outputs
•Instruction tuned models are not good 
at generating synthetic data.

•Too “clean” - high 
quality, low complexity.

•Not very diverse.



“Prompting” Pre-trained models
•We use synthetically generated “fixed-shot templates”


•Generate a bunch of zero-shot datapoints.


•Select 1-3 using private voting (similar to Aug-PE).


•Alternatively, can also hand-craft as part of task description.


•Used only for conveying format, not content.


•Remains fixed throughout.



• Step 1: Privately generate fixed-
shots.


• Step 2: Extract private dataset 
vector.


• Step 3: Inject into LLM and 
sample datapoints.

Overview of EPSVec



• Computationally cheap - same 
as few shot prompting.


• Unlimited data generation.


• Can filter for quality, task 
relevance after


• Can use min-p, top-p + high 
temp. to improve coherence


• Data efficient: ~200 datapoints 
suffices to extract dataset vector.

Advantages of EPSVec



Main results



• Sample efficiency 

Scaling of EpsVec

• Compute efficiency and dataset size



Ablation study

• Remove fixed shots = -20


• Instruction tuned = -60!


• Zero-shot fixed shot = -25


• worse than no fixed-shot!


• Better than even non-private 2 
shot!



Blessing of Noise

• Stable for a large range of noise 
variance.


• Mild noise better than no noise!


• improves diversity.


• Injecting new noise at inference 
seems to further help!



Next Steps



• Main bottleneck of synthetic 
data = diversity of LLM outputs


• Chicago is only city in US!

Improving Diversity



Diverse = Comprehensive

• Chatbot might not tell you all 
relevant options.

• AI agent might not consider all 
relevant factors


• Its plans may be incomplete 



• More realistic tasks: agentic datasets.

• Insert PIIs

• Audit leakage

• Privatized data release

Synthetic 
Agentic 
Datasets



• Agents have access to 
highly private data during 
inference.


• What can be shared 
depends on context.

Auditing Contextual Leakage

“Book a flight 
ticket from LA 
to NY.”

Personal 
Information

AI Agent
Flight Agent

Biometrics

“I need personal 
information”

Lots more work to do to make LLMs enterprise ready!



Thank You!
karimire@usc.edu
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